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Authenticate

Confirm the right person
is accessing the system

Authorize

Give minimum access for
their needs

Accounting

Monitor activites for security

and compliance




Authentication

Verifying a person’s identity
Authenticate username/password,
Confirm the right person biometric data,

IS accessing the system ] .
or other authentication scheme

Something the user knows; password or pin
Something the user has; smart card
Something the user is; biometric reading
Something the user does; voice recognition
Somewhere a user is; GPS tracked



Authorization

Authorize

Give minimum access for
their needs

Permission

Access control lists
Time-of-day
Restriction

Verifying a person’s
permissions



Accounting

3 Accounting

Monitor activites for security
and compliance

Logging
Auditing
Monitoring

Tracking of data

Computer usage
Network resources

Data & Resource



TCP/IP Protocol Architecture OSI| Model vs. TCP/IP Model

7. Application 4. Application

TCP/IP Protocol Suite 's of applications and pre

0S| Model Layers TCF_'-“P Protocol
Architecture Layers

DHCP, DNS, FTP, HTTP,
HTTPS, POP, SMTP, SSH,
HTML, JPEG, etc...

IP Address: IPv4, IPvE | |&
%, #

- n

MAC Address

Ethernet cable, Fibre,
wireless, R5-232, RJ45,
|SDH, D5L, etc...




Application

Port # Layer Type Description
Protocol

20 FTP TCP File Transfer Protocol - data
21 FTP TCP File Transfer Protocol - control
22 SSH TCP/UDP | Secure Shell for secure login
23 Telnet TCP Unencrypted login
25 SMTP TCP Simple Mail Transfer Protocol
53 DNS TCP/UDP | Domain Name Server
67/68 DHCP LUDP Dynamic Host
80 HTTP TCP HyperText Transfer Protocol
123 NTP UDP Metwork Time Protocol
161,162 | SNMP TCP/UDP | Simple Network Management Protocol
389 LDAP TCP/UDP | Lightweight Directory Authentication Protocol
443 HTTPS TCP/UDP | HTTP with Secure Socket Layer




™

Path determination and logical addressing

Physical addressing

https://youtu.be/vv4dy uOneCO
https://youtu.be/Ilk7UXzV_Qc



https://realpars.com/osi/
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OSI Model

Application Layer
Session Layer
Network Layer
Physical Layer

Presentation Layer

Transport layer

Data Link Layer b




Traditional L3 Switch

Routing Switch

Routing
Performance

L3 Routing
Protocol

NAT/WAN

Firewall

VPN

HW based. Wire speed.

RIPv2, OSPFv2, Static
Multicast Route,
DVMRP, PIM, VRRPv2

NA

NA

NA

SW based CPU Routing

RIPv2, OSPFv2, Static
Multicast Route,
DVMRP, PIM, VRRPv2

NAT: 1-1 NAT,
NAPT(SNAT/DNAT)

Stateful Inspection
firewall, DMZ

IPsec, OpenVPN, GRE,
L2TP




How secure is my password
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https://www.security.org/how-secure-is-my-password/

