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YEBUNASIFLN System Virus adadszinnilazunssinagi Boot sector 289
gninnar udafannsaiaziodong nianindusrissnaniomesFifay azvitemuie
RN ERATM

M2 DISKEDIT

Mote that even a blank
formatted floppy disk

has a program that
simply tells you there is
no operating system on
the disk. This program .
can become infected. 'J- v
b stem aisk MEDisk
170 error IZRep
lace the disk, a
nd then press an

v key E. I0
SYSHMSDUS SYSGo
43 & L _WIHBOOT S¥§..0-
1 Cyl 0, Side

oopopoono:  FO FF FF FF FF FF FF 0 0B - .o

Sector 0 of 2.87% 0, Side D, Sei:tnr-i
Floppy Drive iz Dffset 473, hex 109

.ep. PR
viBgltau+g

[
2B Jufi
E-ut
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AN9YINIHYBI (A5 FaY mmum@wefm'ﬁﬂﬂﬁfﬁw AARmlass arniiulasaaziledansTn
NHILAIHITIVDIADHAADS
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a ¢ @ 1 d' I (% = A o’dl o A '
BUESTIR T WU aemfy 1aan15ia N AuUUNIfUB NS

File Options View Help
[ Appications | Processes [services [ performance | Networking | Users
Image User Name CPU  Memory (... Desaription — |
Ldihostexe e USER 25 3,971,496 K COM Surrogate  dgmmm—m

svchost.exe SYSTEM 00 124,012K HostProcess for Windows Services =|
MsMpEng.exe SYSTEM 15 72,512K Antmalware Service Executable
sidebar.exe USER 00 14,000K Windows Desktop Gadgets =
dwm.exe USER 00 13,224K Desktop Window Manager
svchost.exe SYSTEM 00 10,992K HostProcess for Windows Services
explorer.exe USER 0 9,044K  Windows Explorer
audodg.exe LOCALSERVICE 00 8,496K  Windows Audio Device Graph Isolation
Rim.DesktopHelper.exe *32 USER L) 8,476K Rim.DesktopHelper
VCAdmin.exe USER 0 7,920K  VCAdmin
FacebookMessenger.exe *32 USER 0 7,744K  Facebook Messenger
svchost.exe LOCALSERVICE 00 5,852K  Host Process for Windows Services
svchost.exe LOCALSERVICE 00 4,496K  Host Process for Windows Services
Rim.Desktop. AutoUpdate.exe 32 USER L 4,116K  Rim.Desktop. AutoUpdate
svchost.exe NETWORK SERVICE 00 3,996K  Host Process for Windows Services
BitComet.exe USER o 3,480K BitComet -a BitTorrent Cent
wmpnetwk.exe NETWORK SERVICE 00 3,456K  Windows Media Player Network Sharing Service
svchost.exe NETWORK SERVICE 00 3,384K Host Process for Windows Services
svchost.exe LOCALSERVICE 00 3,316K  HostProcess for Windows Services
taskmgr.exe USER 0 2,308K  Windows Task Manager
services.exe SYSTEM L] 2,280K  Services and Controler 2pp
VCPerfService.exe SYSTEM 0 2,024K  VAIO Care Performance Service
curhnet ava. QYSTEM nn 1Q4R K Hnet Prarsee fiar Windnwe Servicee i
< i Iy

] Show processes from all users

Processes:124  CPU Usage: 41% Physical Memory: 96%




Wulasafivinsrnuulusunan lgatuunlag 19w lusunsudseuaami (Word
processing) LAILUTUNTNANTI9AIUIDE (Spreadsheet) 1iwgin

WI7M_CLASS.OQ =] Description

Number of Macros: 3

Enciypted. No

Size of Macro: 3,301 Bytes

Seen in the Wild: Yes

:_l Detected by Scan Enginell: 2 088 or later
Detected by Pattern Fileft: 499 or later

Trigger Date: Ay Day
Prirt. .. | Trgger Condition: Opening a document

°-¢.‘- -l “oﬂ - cu.ﬁbhfn -, s, ol '.CTUA“. "

WI7M_clsTNT.B . :

WS7M_COLDApe A X:zi ';‘:g’:-x;z‘?oM_ETHAN A
Wa7M_COLDAPE .C W :

WS7M_CONT A f"as. i;:Ag;;-';s\;/‘a?M_ETHAN
WI7M_COPYCAT A Language: English .
WA7M_DARIEM A R I AN O O

WA7M_EIGHTS41.D <
W97M _ERASER.Q
WI7M_ ETHAN A

WIA7M_ETHAN AT
WI7M_ETHAN.CJ




3

o/ 2 1 ¢ o o A
AldasznmniisFands Faduldafiennuuy
M eHReularEanatifimua (3 azinsudeunineeassaaiuiaafigndenlihsasugumn
VIN9ULD9

¥ananfiawasiisvualiialanuazinnguusssnnifiuiawsBandnade

=

TnafauasisnannfigauszasdnaniadnsiaaduiioyauaanfomesiaBGunanld winldans@u
pnTiBenas ilautsadin Wl



WIDVUEH AMANUANLAE2B9ATH AE 815150

ASuazungngzang lagnisfunfiog Sinduesi l4e1n E-mail Address Book a1A3IHfas /IfsTH

U U

s (UAUBINATIN o



3

{ oo A ¢ 1 a 3 a o o o 1 ‘o & a < o/ I
o TnWdgu BiufezEavinemlaanisdnaandaesuardedindaildnnsafnd U daandu o
iflsneBaagln E-mai Address Book a9 [Fmilannunissdedinagnlationudn o sallEes o

1% “Nimda”, “W32.Sobig”, “W32.bugbear”, “W32.Blaster”
WAz “Love Bug” (Buflua7iunusniudimafinimuaiaiGesdn “1 LOVE YOU”)
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TROJ_APS.216576 “] Description
TROJ_BACKDOOR.AC Virus Name: TROJ_BUDDY.C

TROJ BO2K PLUG Ahas: TROJ_A0L.BUDDY.C, TROJ_BUDDY.D, BUDDY.C
TROJ_BOCLIENT = |Language: English
TROJ BUDDY B Platform: Windows
7 Size of Virus: 236,544 bytes
Seen in the Wild: Yes
;283—%&:53 D.A Detected by Scan Engine$$: 2.080
5 Detected by Pattemn Fileff: 580
TROJ_CLICK

Trigger Date: Any Day
TROJ_DA_RIPPER ;l Payload: Others{steals password)

Payload: Modifies Files
Print... | Payload: Displays Graphics

Dasidad Maasl i | W P

A9 (35431 1V159% (Trojan Horse)
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