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AUUADANYSEUULASDUY

Tuunilaznaindenissnwimnulasndelag Access Control Lists (ACL) Fasduiliaas

iUy 10S vadalintelun1sasaulasndsdussuuindsnuazismes

8.1 Uszlgwilvuae Access Control List (ACL)

ACL Tu 10S v09@ald uenainazldiiieadnsanulasadelifuidnisnlauans §ad
Usglowildu q Snunungluwnuaznniseswainsinaauilnsdu 1wy

1) afanudasadelagnisaiuanussianvemainfidiunndiesenta fAregraguy

1% s a a1 o a § @ = d‘ 1Y a [y

v mesmsuseiudumesilnanense Lsaansawn ACL Iuniedesiunsmiindunsie
WU nAnAdeInIsNTanese 135,445,139 Lilvausadrundautnisnanelule

2) waUssnnremsmaniszaunsansgauln ISON Line vinnuld ddludegnauni 17
lng ACL aggnldaiudnds dialer -list (wagAnds dialer ~list 3vgnunluTudiudde dialer -

group nuladulnesineg BRI 8n7)

]
al

3) walszinnvemsminiazgninluldluilinefifedduiimdusiaaea wu dluldeu

57U Route — Map, n15%1 Redistribution , 13U IAadun3fagusenie (advertise)

ponludusumasioutu (distribute list) 1udu

8.2 WyAnIsuUaY ACL

ACL aggnla3euiile uanussiinuuaussvina19iiazussvinasussvin aunineny
vssiaiiidoulvaenndestuuiinifndiadimldasadnlusasiy Wewuudr 5unesazgh
“action” figalATu permit wie deny mnifu PERMIT L%’]L@@%Q%@H@Wﬂﬁﬂi’]ﬂﬁﬂﬁuéﬂN"]u‘lﬂ
16 uemnidu DENY mmwwﬁngﬂimﬁﬂ (Drop) U

A1AUUTIIAYBY Access Control Entry (ACE) usiazussvinfignasiasiuly ACL audl

pudftyann wszegsildnanlvludeiudain nemiinzgnidnaineulaly ACE anuuas
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Aa s

asluides Farfu ACE Viaeﬂumiﬁmwm firgatlumsezddeulufiaziBonuaziatzas (more
specific) unnideuluves ACE ﬁagjmiﬁﬂﬁw 5 Areg1919u winlu ACE usne Lmlian
access-list 101 permit ip any wag ACE %118 ¢ 1@m 1171 access-list 101 deny tcp any any eq
135 wadiléfide newAndidesns DENY duagldsueygalitiulld annafnge Wofing
Uszifluieuly , ACE usn q fenlildeyanalimsmiinlsinlunoundmsiindslignuseiiiy
¢ ACE Ve o anudisiosnns

yin 9 ACL fladratunsdifoulvaninefigndeuliiave wifisudendy implicit deny
all pumnefiae nsdlnle fliaonadesiudeululuussiasiieg Aounthinsmiinussin

Muuaziedgn “Ufias (deny)” lulnguSensuasgnlouiidlulaednlugd

8.2.1 Uszmuas ACL

ACL wuuiugusdogineiu 2 Ussia 1dud Standard ACL uaw Extended
ACL

8.2.1.1 Standard ACL ‘UizLﬂMﬁax@iaaL%ﬂiﬁLawwzmuﬁEJLaSULLamL.maéfumq
(Source Address) SUENLLﬁﬂLﬁmwhﬁ'udWang"Luﬁauisuﬁﬁmmw%vLﬂ ACL Ussunniiaslaiansnsa
LLsmLLazaqlﬂiuﬁmazLﬁaﬂLLazWaﬁdauﬁuq YpawinLAnle 19U nueLay TCP/UDP Port,
Destination IP Address tJufu

8.2.1.2 Extended ACL‘thzLﬂwﬁaﬁmmﬂiz@umﬂaﬁﬁuq DN IRIGEERIER
andun Suansansadnldieiailuawed 3 uaziawodd 4 18un asradnraneia Source
IP Address, Destination IP Address, flas Protocol Tudiuwanmasvaswiniia IP (ss1laann
UNdi 3 177ad Protocol Idusvanitdeyaluiateasuwdu TCP 3o UDP), munaiavnesn
TCP/UDP sanadndumnaznainiatonie ACL Ussinniadiideulalunisindulalaodi
asdununniy

a =

1A8UnNRA 131989198909 ACL #1399 WaENIUNIALIeLaY (number) L9399 WAT 137

A & a v o

11150090 UUaRSIP9NWS AN ACL Wwia1illenie 1519580 ACL Uszaniiin Named

Access Control List QL%&U%%lﬁﬂdﬂ%ﬁWi@iﬂ
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8.3 anwazn15UIAUlY ACL

ACL annsadaduldiisludnua Inbound (firmnsvidnanddumesmaveadined) lu
dnway Outbound (7iFMNsu9ENINBURBSINYVBUSUADS)
Inbound

ACL wuv Inbound @nansaadislalnenisadng access-list Fusnneu udrandufvdu
1% access-list ﬁuaﬂiﬂuuauma%m%ﬁwﬁﬁﬂ ip access-group <MELAY access-list> in #LN§
ASAsnTeeazly in wamneds Inbound

witnfindlésuaunn (permit) #e ACL LUU Inbound ﬁ%gm%ﬁma%ﬂﬂﬂﬂﬁsmama
diovndumennidrianidade Mavdwueanlumdumeflauosndunesiiela dauudin

Anignuiias (deny) fae ACL wuu Inbound azgnlewnisluluiiug

8.3.1 Outbound

ACL uaw Outbound ansnsaadnsldlaenisadne access - list Jusfou ud
MnufiTEuld access — list SuasluuuBumosrieoas ip access — group <ViNELa
access — list> out dnnaagisndeineazdu out Famuneis Outbound

N AR unsIEsInERadanud Weldimesmsuindesdaudin
Aatusonlumedumesieluy auudinduy interface E0/0 Bunodavdondnnouinfiounes
ey £0/0 Hinnstieduld ACt lumnaenvidold winil iinesasdesussiliunsiiindudouteg
Tueuledl permit 130 deny ynegludeulad permit winiinfazlisunsdslulneund us
vnegludeuluil deny wiindmufazanleudialy

Y

8.4 MANNTITUAZTDAITAILIDU 9 LAeafu ACL

vudumasgnile amnsad ACL NUsAUlgludnwuy INBOUND tay OUTBOUND
Iapgnsagnile ACL Wit Wedln1siia@y Access Control Entry (ACE) ussvialusditnlunela
Access Control list (ACL) 7iilegidisl ACE Mt luiuasgniisntinlusieannussvingavine e

W L5 klaunsaunsn ACE W lunsananaseningussinnilagnula

Y
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\Wadin1sentan Access Control list (ACL) aanly 151desgnidniesnuanigds no
access-list <nunaLay ACL> snlilanunsasnidnianizuna ACE flegnnglu ACL wuq 1o (1Ju
Joyaaiani 10S nestu 12.0 wuiuluswianeraduldlaly 10S nestulwig wamnsasndn

WRNIZUNe ACE 1o

33nsuily ACL Aidfian (105 1oddu 12.0) fife N3 copy ACL savunlulilu

9

'
1% o o

Notepad wavinnsunlalmssusos antulvenian ACL 0L (AI8A1ES no access — list) WA
wn ACL Liuadludnas

Toas19 ACL Junnnaumeands access — list warAagdanultadluNndumasinasie
A& ip access — group

ACL Tglun1sWlawasnsminidannunesnswmaswinty lulaldfamasnsiwing
v & @ Yo
Sunefilugdeeaniodlagnse

A35731¢ Standard ACL 1iN8utnesigvasitnesnedlnaiuidinanedalenig
(Destination) 11n#1dn @1wgins1 Standard ACL nsaaL@nlalanie Source Address o819
~ ° vy < & a s & a
Wwey mnhanlilnddunie uiiniinensgnilamesiasuiuly

AI5974 Extended ACL LiTiBumesilavesiinesfieglndiulaadnioduiinsiunig
(Source) wn#ign a@wnnng1z Extended ACL asardnlaazidan dufsndsi@nuininfsue
a v a ¢ & v & 1 a v v v ¢ ) =
WHug windesnisilamesntazlaflawmesuaidu o eglddasliiduneinay o mundsian
Usvananauiniintiu 9

lun1sasne ACE uwiazussvinfiegnielu ACL Indnn1sAn 2 WUy wuuwsnee i
PERMT ns1uiiniidaanislineu wares DENY luussvingavinenioasld Implicit all vhaulin
19 wazhuuNaasAs 1% DENY ns1dlnfisesnisnsminimesiwduausanliunau agrawiy i
Hawmeasnsmiinfnervesiunislandissuuujianisvaslulasyend iy wese 135,139,455
I3 £y v o v | a a & .
Wudu wadluussiananieves ACL Tiald ACE 91 PERMIT nm#invianda (permit ip any any)
dmsunuunansiiognduld Ace 1 PERMIT N5 19AnN9nualuussinyingaems 1o vnnay tu
UGS DENY 9ne nswiinaeves Implicit deny all vngan

faudlumeurineves ACL wn ACL agdiednauaudl Implicit deny all agfinn win1s

1d deny ip any any Wifineuiingves ACL agaaaliitsmsu Hit Count FauduuSunuuiniing
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gn Deny 1§ in1eiloldAnds show access - list Juwn 15198494U Hit Count U83UsT¥iR demy

ip any any

8.5 Wildcard Mask

Wildcard Mask ifwa3esilofldlunts “cud (match)” Sasna lununeiaviennsa
auiigiosnis Tneadafidu 0 Tu Wildcard Mask asvunedsls “wius” fumdnlutonnsa du
Adndidu 1 Tu Wildcard Mask 9gvsneds ligiesaula (don’t card) Ardntilunesnsafimgs
Wiguiiguey

FDL19LTU

192.168.30.1 0.0.0.0 LUUNYAIININ LIIABINNT “LUUR” LLamLmanmLammaﬁﬁmﬁm
WU 192.168.30.1 FRfen1s “wun” anzlaasuoninsd 192.168.30.1 [geuaninsaiien
i

wioBnietmil

192.168.30.0 0.0.0.255 9118AIINI1 L519BINT “IIUA” IP Address wmuammaﬁﬁ
3 LU wsniududig 192.168.30 dwludaniieazduerlsililiaula (handnedranilsie
F99N15 “Luus " duiinuaniasa 192.168.30.0/24

Wildcard Mask fwgﬂﬁmﬂﬁi’ﬂu ACL Hilon1swuduonasafidesnis mnmuﬁuammaﬁ
d1sU Extended ACL udrazihdinennsasunanioUateniefils undmsu Standard ACL 9
awnsovildarnsuonnsaguniayitiu

aoafinsandndiegramidaiiousznauainudile Tnefiansanain Standard ACL 7
Hawosldaniz Source Address fumawiniu dslushegednly
HQ (config) #access — list 10 deny 192.168.30.0 0.0.0.255
HQ (config) #int fa0/0
HQ (config-if) #ip access — group 10 in

ANAMINEYBY access — list T1adufide Tiuiinifn 1P youfnifniladmmdunes

Wl £a0/0 IuRnuAe T sfiuennsagunig (Source Address) 3 lud wsnTuGUSIY 192.168.30
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s ¥

dludgavheiuezlsild fudnifeifdnvazdingn Thiunesinisufias (DENY) nie
fawmosufinfndanannlaliisiu fa0/0 W1y windeiug fasgnleuiis (Orop) Wludia
f8nnsdinisfimsianudilaiisfiy Jude n513ou Wildcard Mask linseung
LBALASATINUATIRBINS permit 3o deny laetannsdlil Wildcard Mask Jusndudoq
AsBUARUTULTRLDALATANANES) LaATaNSaNs (U Mogrudu feensiliey Wildcard Mask Tu
ACL #ifin1s DENY uiiinuamnsasous 172.16.16.0 8 172.16.19.0 Wildcard Mask #ifeuldae
Hugtail
HQ (config) #access — list 20 deny 172.16.16.0 0.0.3.255
inlufalu 172.16.16.0 0.0.3.255 F5AnuUvariduanfe 1Wloy 172.16.16.0,
172.16.17.0, 172.16.18.0 uag 172.16.19.0 sanutusuiuuvetavgiuass (luun3) R
ladgindalvuves 4 Fuidnanonmsatfinssiuiomn Alfumuiidmuwmisdniuly Wildcard Mask
Freian 0 dudalvuiifiandnllnssuiomafldunuiisumisdntuieay 1 udaressu
Wildcard Mask sanudutagiudu
8.5.1 Asdunauuuniaafiienintuine
8.5.1.1 sunmisvesludd 1 way 2 Suazdiosdl Wildcard Mask iU 0 wiueu
oejud eavasvi 2 Tudtivasnn q Suiduemmsaliiuvinfufio 172,16
8.5.1.2 dusuniavedludi 4 duazdedl Wildcard Mask Wiy 1 1ws1zan

vosludn 4 Tunn 9 Fuilauenmsaaziluazlsile (don’t care)

[
=1 Y

8.5.1.3 d@1ususuwnuuedluai 3 dulviaasedl Thandaia 2,4,8,16,32,64,128
Wavlazdoduay “szyrwinvasnguduiilnuennsa”
8.5.1.4 fiansausioludn “auinveinguduiianesasa” diduvinlug 91n

F98199199U FULTALDALATATINUATVIAWINAY 4 (TUan 172.16.16.0 17.0, 18.0, 19.0 WAy

I A

4 waf) &1 “vuevasnguiuidnueninsa” Sanduduq Alilidaviidadliluded 3 Iieiy
Wil duuauiiiy 20 Tiednvwinveanguvintiu 32 uddreefinnsaniudedaly

8.5.1.5 fiavlu Wildcard Mask  sumisludiansazdidniiiy “wuinves
ndu” avdae 1,4 - 1=3 fafu A1wes Wildcard Mask  sanuaiiduialdagiiniu 0.0.3.255
wardudoudug Tu access - list 9y Fuinueninsasudundinugies Wildcard Mask

feunnlladnedu tufe 172.16.16.0 0.0.3.255
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aasiansaniededeluil

1) HQ (config) #access — list 20 deny 172.16.16.0 0.0.7.255 fpeetnemudu
m'iﬁl’ﬂﬁ DENY duiiinuaniasa 172.16.16.0 — 172.16.23.0
(16.0,17.0,18.0,19.0,20.0,21.0,22.0,23.0) dunadn “vuinvesnguduiiiaueniasa” azilu 8 lud
flanusadu 8 - 1 = 7 funnd Fuidinuenmsaneiazisuudaimileutuiomn 21 Oa

2) HQ (config) #access - list 30 deny 172.16.32.0 0.0.31.255 fog1adraduiu
n3&slof DENY Fuiiinueninsa 172.16.32.0 - 172.16.63.0 dnain “vunvednguduiiin
womnsa” asdu 32 (33n1sm Tiiien 63 ausie 32 udr uandn 1 iy 32 ludfiannds
Fu 32 - 1 = 31 Juandn Fudnuennsanammaiaaviisiuudaiuiioutuimun 19 Jn

3) HQ (config) #access — list 40 deny 172.16.64.0 0.0.63.255 fee19d1aiuidu
n5ddls DENY duiiaueninsa 172.16.64.0 - 172.16.127.0 &unsi1 “vu1nvedngudy
wonwnsa” s 64 luditanuiadu 64 - 1 = 63 Junai Fuluenmsanmuniazisnou

Tmtoununavun 18 U

8.6 Standard Access Control Lists

Standard ACL @u130augIanseflamainsniinlalaen13#a15u1a1n Source IP
Address Tuufinifin 330158519 Standard ACL Aifle n15a519 access - list AiflnunatavUszsn
ACL Wiusdatauszning 1-99 we 1300 - 1999 vanetawyes ACL axdussuenin ACL fign
a%ﬁqsﬁum%’maaﬂuﬂizmwlm 89970 ﬁsswmmam ACL aaluidu 1 - 99 %38 1300 - 1999 ,
105 g3ldluviuiingiideaing Standard ACL g

am@gmwumaizqﬁﬁﬂLLazWﬁwﬁLmaﬁﬁm6] 1y Standard ACL
HQ(config) #access — list ?
<1-99> IP standard access list
<100 - 199> IP extended access list
<1000 - 1099> IPX SAP access list
<1100 - 1199> Extended 48 - bit MAC address access list
<1200 -1299> IPX summary address access list
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<1300 - 1990> IP standard access list (expanded range)
<200 - 299> Protocol type — code access list
<2000 - 2699> IP extended access list (expanded range)
<300 - 399> DECnet access list
<400 - 499> XNS standard access list
<500 - 599> XNS extended access list
<600 — 699> Appletalk access list
<700 - 799> 48 — bit MAC address access list
<800 - 899> IPX standard access list
<900 - 999> IPX extended access list
Dynamic — extended Extend the dynamic ACL absolute timer
Rate — limit simple rate - limit specific access list
a0sAdiav 10 (ogluts 1 - 99) wdiusiiaTeavnedianu (2) , 10S agiuiiiids
a%14 Standard ACL v fweidnludadumsfiwesfvsneandmsu Standard ACL
HQ(config) #access — list 10 ?
Deny specify packets to reject syyIfesnTs DENY witnifinfiegluteuludinumds
Permit Specify packets to forward  5gyi¢ien1s PERMIT ufiniimiogluiioulufinumds
Remark Access list entry comment  @esnistamadurglulu access — list ﬁa%’wﬁu
asanAgisady Deny
HQ(config) #access — list 10 deny ?
Hostname ro A.B.C.D Address to match a’lmimzqﬁﬁ'uLﬁmL@mLmaﬁuw’NW%wﬁ'ﬂ
Wildcard Mask imuﬁﬁ/
Any Any source host szyinuanasasiuninduezlsile
Host A single host address  s¥yuemnsasunadulaaduoninsa
QRN PRI
1) HQ(config)#access — list 10 deny host 192.168.30.2 1Uun15 DENY laaduaniase
192.168.30.2

2) HQ(config)#access — list 20 prmit any Wun1s PERMIT 7N ©) LDALATE
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3) HQ(config)#access — list 30 deny 192.168.0.0 0.0.255.255 «Jun1s DENY ¥n9 uiln

\fnAil Source IP Address 2 ludusnTusumeg 192.168 dudn 2 ludaavnadueslsila

8.7 Extended Access Control Lists

Extended ACL 1¥u ACL MUalenaligldvuaunsassyioulaldognsazidenuniy

A1 PERNIT is® DENY wiinife lawn

S o <

1) Source Address LHulansduiinuannsa, SuinLonmsansaunley Wildcard
Mask, LaafLonLasa

2) Destination Address Wulgsduiiinuoniasa, Suiinuonnsandousse
Wildcard Mask, laadoninsa

3) Protocol Field Slgvaneuuusia eigrp, gre, icmp, ismp,grp,ip,ospf,udp

4) Source Port lumneavneindumaiiegludiuusninesvesaes 4
(TCP/UDP) Tuwdinyin P

5) Destination Port \uvingiaanasauatenisegludiuuanneivesaaiees ¢
(TCP/UDP) Tuudinifin 1P

6) IP Type of Service (TOS)

7) IP Precedence

8) wwlanvaa TCP wu SYN, ACK

d U Extended ACL vnetas ACL azdiusndaus 100 -199 uay 2000 - 2699 luvaz

U51REAAT access - list udmudhesalutsdiedisnan 10S axdlnesiuiiinnidsains
Extended ACL 8¢ Aslusiiagnsinly
HQ(config) #access — list 100 ?
Deny specify packets to reject
Dynamic Specify a DYNAMIC list of PERMITs or DENYs
Permit Specify packets to forward

Remark Access list entry comment
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Tuosinadaly aesfiat access - list 100 deny uéwufeLAIaVINEAINL
wmiwesdaluiinude as Protocol Fsegludruusainesvosusiniin IP
HQ (config) #access - list 100 deny ?
<0 - 255> An IP protocol number
Ahp Authentication Header Protocol
Eigrp Cisco’s GRE EIGRP routing protocol
Esp Encapsulation Security Payload
Gre Cisco’s GRE tunneling
| cmp Internet Control Massage Protocol
| gmp Internet Gateway Massage Protocol
lgrp Cisco’s IGRP routing Protocol
Ip Any Internet Protocol
Ipinip IP in IP tunneling
Nos KA9Q NOS compatible IP over IP tunneling
Ospf OSPF routing protocol
Pcp Payload compression Protocol
Pim Protocol Independent Multicast
Tcp Transmission control Protocol
Udp User datagram Protocol
Tuendmmdald denflad Protocol WWu TCP udassddlasosmne ? 1ilad5iag
wisfweiinll Fadu Source Address
HQ (config) #access — list 100 deny tcp ?
A.B.C.D Source address
Any Any Source host
Host A single source host
Tuednadall filewld 192.168.30.0 0.0.0.255 1Wu Source Address fiun1auasfe
pResINg 7 Liodsragmisiisesdaly daduldiaunemumesadiuna (Source Port) u3e

N1510L9185 Destination Address Uanenng
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HQ (config)#taccess — list 100 deny tcp 192.168.30.0 0.0.0.255 ?
A.B.C.D Destination address
Any Any Destination host
Eq Match only packets on a given port number
Gt Match only packets with a greater port number
Host A single Destination host
It Match only packets with a lower port number
Nep Match only packets not on a given port number
Range Match only packets in the range of port numbers
Twerdnadnly fdeuldidu Destination Address Fawiiu any Ws15iwes any

I ¥ [

vnefauennsala Ald wdiuiiasesmne ? iiedagmsdiwesdnludadiogsefunae
JUuuY

HQ (config)#taccess — list 100 deny tcp 192.168.30.0 0.0.0.255 any ?

Ack Match on the ACK bit

Dscp Match packets with given dscp value

Eg Match only packets on a given port number

Established Match established connections

Fin Match on the FIN bit

Fragments check non - initial fragments

Gt Match only packets with a greater port number

Log Log matches against this entry

Log — input Lon matches against this entry, including input interface

It Match only packets with a lower port number

Neqg Match only packets not on a given port number

Precedence match packets with given precedence value

Psh Match on the PSH bit range Match only packets in the range of port numbers
Rst Match on the RST bit

Syn Match on the SYN bit
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Time — range specify a time - range
Tos Match packets with given TOS value
Urg Match on the URG bit
Tueimedaly lufitinadlafide A8dsn eq Feldsrymnamumesaatems
(destination port) apsfisi eq udRuiATDMINE ? Lﬁaﬁﬁmadwﬁwmmamwa%sﬂ,mﬂm 1919
wuimaneauneseiildlasiuauinn
HQ (congig) #access - list 100 deny tcp 192.168.30.0 0.0.0255 any eq?
<0 - 65535> Port number
Bgp Borer Gateway Protocol (179)
Chargen Character generator (19)
Cmd Remote commands (rcmd, 514)
Daytime Daytime (13)
Discard Discard (9)
Domain Domain Name Service (53)
Echo Echo (7)
Exec Exec (rsh, 512)
Finger Finger (79)
ftp File Transfer Protocol (21)
ftp — data FTP data connections (20)
gopher Gopher (70)
hostname NTC hostname server (101)
ident Ident Protocol (113)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshel1 kerberos shell (544)
lonig Login (rlogin, 513)
lpd Printer service (515)
nntp Network News Transport Protocol (119)
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pim — auto — rp PIM Auto - RP (496)
(FinLesinm)

TiiE 19 eq 80 Femnedomneaunesauaenadu 80 Fuan
HQ (config) #access — list 100 deny tcp 192.168.30.0 0.0.0.255 any eq 80

Access ~ list Prefufunmsitameivieufiasnsmilniifuonnsadunistusudie
192.168.30 (duludil 4 \Jueylsild) uazdsludmonmsavanemaiueglsildiidnese
Uanemadumneian 80 (Wosnaes www)

faantiu flsudia ACE Buq wilulu access — list 100 Liuifu Fsil
HQ(config)#taccess — list 100 permit tcp 192.168.30.0 0.0.0.255 any eq 110
HQ(config)#taccess — list 100 permit tcp 192.168.30.00.0.0.255 any eq 25
HQ(config)#taccess — list 100 permark Used to allow mail traffic

ﬁy’qaaamiﬁmL‘{’]umsayagmmww%ﬂﬂmﬂﬁj’uLﬁmLLamma 192.168.30.0 ludsuanenis

=

1o 9 Aldlaednasauaremainiu 100 (pop3) waginfiu 25 (smtp) Tunifideuldmesuieves
ACL HlimelagldAds access — list remark
drunsmiinUszinndus sxgnilawmesnslulaeiived denaves Implicit deny all iog

Ve ACL mne) ACL fawdiisnazlalldasnel iy

8.8 Named Access Control Lists

nanlun15v191uY89 Named ACL ﬁ?umﬁauﬁunﬂﬂszmiﬁu Standard ACL uay
Extended ACL siaffunseiisnanansassdelsiifu ACL & dofves Named ACL léud
1) azAINLazdIgnanITINan
2) @NsaAUAMIZUNY ACE fidaenisle
daildlunsadns Named ACL wuu Standard i ip access — list standard @ufda
#l#lun15a%19 Named ACL WUy Extended A® ip access - list standard fauanslugiagig
Folu uarAdafildlunsaduld Named ACL fiadnslifie ip access — group <¥evad Named

ACL > <in/out>
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fog190nly wansnisasrakasdaruld Named ACL wuu Extended danainnngl@alnunuaanis

#5719 Named ACL 15fiun ACE NiR94n15lagiiunusig permit e deny latae Ingludasiun

F1i1 access — list Tudunilousesfiran
HQ(config) #ip access — list ?

Extended Extended Access List

Log — update control access list log updates
Loging control access list logging

Standard standard Access List

HQ(config) #ip access — list extended BlockWorm
fefouasimeRd enter

HQ(config —ext — nacl) #deny tcp any any eq 135
ANUAIINITILADTLUULAN

HQ(config —ext — nacl) #deny tcp any any eq 139
HQ(config —ext — nacl) #deny tcp any any eq 445

WU ip accress - list extended m1y

14 deny 139 permit lalagudn

HQ(config —ext - nacl) #permit ip any any ~ USTiAAATINEAY permit mﬂﬁ/\l?\lﬂﬁuq VINLUA

HQ(config —ext — nacl) #exit
HQ(config)#int s0/1
HQ(config — if) #ip access — group BlockWorm in

50/1 Tuhen19 91 (inbound)

Jaruld Named ACL vuduwmasing

ludnwar iy gilsulalen DENY nsminilddesdasniseanluneu udianduis

Aoy PERMIT n51nindy q fiwde andulvideduld Named AC fsnanauudumesivie so/1 Tu

#FN19 inbound

HQ#sh access - list BlockWorm
Extended IP access list BlockWorm
deny tcp any any eq 135

deny tcp any any eq 139

deny tcp any any eq 445

permit ip any any
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MnFiBsn1senIanUIe ACE 9anlUain Named ACL 38 BlockWorm Tiidnglusmuesnis
a¥adnadaudaiunidnds NO mudae ACE iy
HQ(config)#ip access - list extended BlockWorm
HQ(congig — ext — nacl) #no deny tcp any any eq 139
HQ(congig — ext — nacl) #exit
HQ(congig) #exit
HQ#sh access - list BlockWorm
Extended IP access list BlockWorm
Deny tcp any any eq 135
Deny tcp any any eq 445 U5T9A deny tcp any any eq 139 Qﬂ&JﬂLaﬂaaﬂvLULLﬁi
Permit ip any any
Mvgainly Lanin1saitauazdsAuld Named ACL wuu Standard
HQ(config)#ip access — list standard onlyPrivate
HQ (comfig — std — nacD#permit ?
Hostname or A.B.C.D Address to match
Any Any source host
Host A single host address
HQ(config — std — nacO#permit 192.168.0.0 0.0.255.255
HQ(config — std — nacl)#exit
HQ(config)#int fa0/0
HQ(config)#ip access — group OnlyPrivate in
poufinistuirsiufunisaina Named ACL wuy Standard iiledsiuldBunosive
FA0/0 Tufiamsnidn Tnseugaamsufinuinfia IP Address Suymnatusude 192.168 winiu
s SHOW ifendasiu ACL
SHOW ACCESS - LIST
HQ#sh access — list
Standard IP access list 10
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Deny 192.168.30.2
Deny 192.168.30.0, wildcard bits 0.0.0.255 (779 matches)
Standard IP access list 40
Deny 172.16.64.0, wildcard bits 0.0.63.255
Extended IP access list 100
Deny tcp 192.168.30.0 0.0..255 any eq www
Permit tcp 192.168.30.0 0.0.0.255 any eq pop3
Permit tcp 192.168.30.0 0.0.0.255 any eq smtp
Extended IP access list 101
Permit ip any any (15 matches)
Permit tcp any any eq www
SHOW ACCESS - LIST <ACL Number>
Tlunmsuanaaneuandonues ACL fiaula ierda show access — list wa show access -
list <number> qziiusglenidneganilefifte Sfuszuansadifisondt hit count Tuwdae 3
Huenfivsuenidviinauinfafiaenndesiudeulsluusdas ACE snndoeifiesla
SHOW IP INTERFACE <interface Number>
mndesn1eg vnsiuudumesieiiaulad access - list Taduldoguioli Admilsilildde
show run waamudeduaesiletug W sh run int fa0/0
wenanty SedidnAdmiledlldlamde show ip interface <interface number>
HQ#sh ip int fa0/0
FastEthernet0/0 is up, line protocol is up
Internet address is 192.168.40.1/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled

Multicast reserved groups joined : 224.0.0.5 244.0.0.6
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Outgoing access list is not set

Inbound access list is 10

8.9 N1314 ACL LilaAquANNI5U1De Line VTY

ACL anunsagnihunlfiiemiuaunismaindigisnmesioaiumig Line VTY lasenis
AunnneLas IP Address viseduilinuanasasiuniafianunsamaiiadgiiunesld duneud

il

>e

1) @319 Standard ACL %uu%ﬁ'aauzym (permit) w@wn1g IP Address fnza

2) UsAuld Standard ACL 97198uL01AU Line VTY ¢ngAndd access — class in

HQ(config)#taccess — list 20 permit 192.168.30.2 auIaLNE IP Address finza
HQ(config)#taccess — list 20 permit 192.168.30.3 UL WLANE IP Address Mwisgay
HQ(config)#line vty 0 4

HQ(config - line)#access — class 20 in WU ACL 1889 20 DNAUTIAU line VTY ’1un1g

A&3 access - class <acl number> in ey AN 2 WennsatiAuintulivaldadun
g1

8.10 wW3suwisu ACL nulnsqead

= v ] = A ey 9 ) Y & acs

D9ugl ACL 9 UuLAI89LBTIA MUINITESIUINTAITSNEIANUUADANY INLEALISNUDIS)
14 6§ o % o ¥ d' a d'r-a' ] ¥ ] a U a
maqmiqﬂﬂimmmumwmﬂuﬂWiﬂiuamm’lwmmqmumaaﬂaa’mﬁwﬂ@aLaWﬂzmeWﬂ
A 1w = ' a ¢ & % v acf I A a v a Y &
NSUAITULAS UL DUMBS L UALALABIUINULESWIIBSA5 15U MU LU N5 ANeuanme s
teasunzdudnymadenimunzaunii

ACL v inesmsgninuididuninsnisidieiasuanulasndednduniia Aetienses

=] [ o 1 1 c{' @ =3 U gj ] [ I3 I3 @ as

wiininusdmanesntuneu deunwinifamaiuasiuingdalniiead eavarsgnldluiaisn
agluiidesnisnismugunsniinszninsduillngne wsesening VLAN fiesuruladiedu su

o1alunzdnmInazde “ISuees” ueraudin ACL warlvinutAatoundady “Insiead”
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NS IZANNNEN9399 YondumasAanIsIUiIWSIRT agalsin Seesfulviuas 10S Tud ¢
vagalalulagtulanuinsiuefliaesauanudasnienie) unuieuaniuiieain ACL LW

Hneludasaassn ietsaduasanulaondeliiulaseadaiugiuiuesieiisvesesnng

gananluliwdaunsadetuy
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unagl

Access Control Lists (ACL) udufliaasudauy 105 vesdalafivaslunisadsnany
Uaoafeiuszuutinisnuazidimes Wildcard Mask Wup3esiiofildluns “wud (match)”
Taene 9 TunneausennsanIudisenis

ACL anansatsfuldsnslugnua Inbound wagludnwaly Outbound

Standard ACL au130au1anseflamainsmilnlalagn1siiasanain Source IP
Address Tuwiiniin

Extended ACL 1fu ACL AillalenaliglduanusassydoululdesraazBoauniu
N5 PERNIT %50 DENY wiinuim

ndnlun139191u993 Named ACL futniioufuynuseni3fu Standard ACL uaz

Extended ACL #4funsaitsIaunsamnaoliny ACL 1a
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asueUslenidildsuainnisyi ACL?

ACL anansaldauegnalslatnge

ACLuag Wildcard Mask finauduiusiueenals?
lldeadfoagls?

ACL U Idreadupnaneiuagngls?
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