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Private and Public
Space

e Masquerade is used for Public network
access, where private addresses are present

® Private networks include

0.0.0.0-10.255.255.255,
72.16.0.0-172.31.255.255,
92.168.0.0-192.168.255.255
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. Internet -
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IP Public
10.8.80.X

. /Hot_spot & Hotspot
\:"f%> client \\imer

Internet




HotSpot Setup

Hotspot Setup Hotspot Setup =l E3

HotSpot Interface: ¥ Local Address of Network: 10.5.50.1/24|
GO tO MenU v Masquerade Network

IP > Hotspot 1 Net | Cancel 2
Hotspo Setup

Select Cerifficate: none
+= | Y| | Reset HTML || Hotspot Setup import other cerificate

Servers | Server Profiles Users  User Profiles  Active] Hosts

Address Pool of Network™10.5.50.2-10.5.50.254 &

|

|Name ¢ |Interface |Address Pool | 4

3 Back Next Cancel

Hotspot Setup Of x Hotspot Setup =] E3

12

DNS Servers: 8888

6 Back Next Cancel

IP Address of SMTF Server: 0.0.0.0

5 Back Next

Hotspot Setup

DNS Name:
Name of Local HotSpot User: admin ame

Only need to fill DNS Server NI

8 Back Next Cancel 7 Back Nexdt Cancel




Firewall Rules

Work on If=Then principle
Ordered in chains
There are predefined chains

Users can create new chains



Firewall Filter

IOLM:) _—

Internet

——

- input

i ﬁ

forward




Filter Actions

Each rule has an action - what to do when
a packet is matched

accept

drop silently or reject - drop and send
ICMP reject message

jump/return to/from a user defined
chain



Layer 7 Protocols

® |ayer 7 Protocols azAuvingaya lusuuuy ICMP/TCP/
UDP streams

® Layer 7 Protocols 9:1N15AUKN 10 Packets WSN204
Connection %138 2KB w3n284 Connection NASINU
Pattern 29928y anil

* ynlunudayaiinsenu Layer 7 Protocols azfindnlaiign
nNvsa lNASIAN Pattern Nf

* IBAI5539 MUNNT LFU Layer 7 Protocols aziinnsisan
12 CPU 91uunnn



Layer 7 Protocols

admin@64:D1:54:E2:B6:31 (MikroTik!) - WinBox v6.42.1 on RB1100AH=4 Dude Edition (arm)

Session  Settings Dashboard

K Safe Mode

A Quick Set

4 CAPsMaN

8 Interfaces

1 'Wireless

}?Eﬂ Bridge

=7 PFF

== Switch

“15 Mesh

2 [*
.~ MPLS ¥
4 Routing ¥
.o System F
Q Queues

|| Files

Session: 64:01:54:E2:B6:31

Filter Rules MAT Mangle Raw Service Ports Connections Address Lisks  Layer7 Protocols ‘

| = O |7
MNarme / |Regexp
@ sysCurFW 3410 Firewall L7 Proktocol <video>
@ sysFWTwpe ipgd8lal )
@ sysFacFW 3350 Name: |video 0K
: sysgnﬁru Elrue Regexp: Cancel
syslai : :
videoplayback|video -
@ sysR 3 playback] - Apply
@ sysROSiniE 1
@ syscret 0987654321 Comment
@ sysload Start_state2 Morm
@ syslog 7 Copy
@ video videoplayback|vide
Remove

|

spen9nN136a9A Lu /ip firewall layer7-protocol




Layer 7 Protocols

admin@64:D1:54:E2:B6:31 (MikroTik!) - WinBox ¥6.42.1 on RE1100AHx%4 Dude Edition {arm} _1ol x|
Session Settings Dashboard
|| 4| | SafeMode | Session: [64:01:54:E2:B6:31 &

A Quick Set
1 CAPsMAN General ‘ fAdvanced Extra Action  Statistics General Advanced |Extra  Action  Statistics
=8 Interfaces .
) Chain: Forward Src. Address List:
1 Wireless
= Src, Address: \ Dst, Address List:
@ Bridge |
Dst. Address:
-G":l .
= PPP Laver? Protocol: || ‘Videu E
=i Switch Protacol: |
olg Mesh Caontent:
Src. Part: |
S TP I* ‘ Connection Bytes:
_ : Dst, Port;
< MPLS ) | Connection Rate:
' Routi [ Ay, Port:
'klj nd : Per Connection Classifier:
io System I* In, Interface: |
! e Src. MAC Address:
Queues Out. Interface: |
|| Files Out, Bridge Port:
Log In. Interface List: | .
In, Bridge Paort: |
M radius Out. Interface List: ‘
& Tools I | In. Bridge Port List:
. Packet Mark:
[ New Terminal Out, Bridge Port List: |
R r e P Cannectinn Mark: |

oF

finBENIN15AIAN T /ip firewall filter

Mew Firewall Rule

General Advanced Extra Action ‘Statistics

Action:

[TLog
Log Prefix: |




Layer 7 Protocols

4 [l O youtube.com g 4]

2 YouTube

TOP 16 of Hardest CRASHES
Niirburgring Nordschleife FAIL...

TOP Nirburgring Videos

- 1.2M views

. Fail Compilation July 2015 -
| February 2016 || TNL

TwisterNederland
1M views

Luckiest poker player ever! Part
1of2

Jesse Mottl
Recommended for you

Eaf Pamsais BEST Magic Show in the world -
. e A e § BEST Magician America's Got...
) 0:00/8:52 : &
I I 4| ‘) ssee | cn Ken
Recommended for you

Safety Car FAILS

Mag1anaanaaiulye




https://wiki.mikrotik.com/wiki/Manual:Securing Your Router
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